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How did Section 818 come about? 

■ Senator Whitehouse proposed legislation: November 2010 and 

June 2011 

■ Armed Services Committee investigation into counterfeit parts in 

DoD supply chain announced March 2011 (http://armed-

services.senate.gov/press/SASC%20Counterfeit%20electronics

%20investigation%2003-09-11.pdf)  

■ Senator Levin and McCain hearing on November 8, 2011 

■ Senator Levin and McCain introduce Amendment 1092 to bolster 

the detection and avoidance of counterfeit electronic parts to S. 

1867 FY 2012 NDAA (Senate version) on November 17, 2011 

■ Senate and House bills reconciled 

■ FY 2012 NDAA signed into law on December 31, 2011 by 

President Obama 
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Senator Whitehouse Proposed Legislation 2010 and 2011 

■ November 2010: Combating Military Counterfeits Act 

of 2010 

■ June 2011: Combating Military Counterfeits Act of 

2011 

■ Both proposed imposing criminal penalties on persons 

trafficking in counterfeit goods or services that claimed 

to meet military standards or were intended for use in 

military or national security application – penalties for 

individuals ($5 Million and 20 years) and person other 

than individual ($15 Million) as well as for subsequent 

offenses 

■ Both were introduced in the Senate 
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SASC Investigation into Counterfeit 

Electronic Parts in DoD Supply Chain 

■ Announced March 9, 2011 

■ Attempt by Armed Services Committee staff to visit 

China in 2011 – denied 

■ Letters to defense contractors asking them to identify 

cases of suspected counterfeit parts 

■ November 8, 2011 Hearing 

■ Industry and government witnesses 

■ http://armed-

services.senate.gov/e_witnesslist.cfm?id=5254 
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Senate and House NDAA 

 

■ Senator Levin and McCain introduce Amendment 1092 to bolster 

the detection and avoidance of counterfeit electronic parts to S. 

1867 FY 2012 NDAA (Senate version) on November 17, 2011 

■ FY 2012 NDAA Senate bill had provision: Amendment 1092 

became Section 848 of Senate bill 1867 

■ House version of the FY 2012 NDAA did not have a similar 

section  

■ This requires a conference between the Senate and the House to 

reconcile the bills before the House votes 
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Senate and House NDAA 

■ From Conference Report 

– The Senate amendment contained a provision (sec. 848) that would 

strengthen the detection, avoidance, notification, and remediation of 

counterfeit and suspect counterfeit electronic parts in defense 

systems. 

– The House bill contained no similar provision. 

– The House recedes with a clarifying amendment. 

– The conferees note that the authority provided to the Secretary of the 

Treasury to share information under this provision should not be 

interpreted to suggest that any other government agency lacks the 

authority to share similar information with the owner of a copyright or 

registered mark. 

Available at 
http://www.rules.house.gov/Media/file/PDF_112_1/legislativetext/HR1540conf.p

df  
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Section 818 of the FY 2012 NDAA 

 

■ (a) Assessment of Department of Defense Policies 
and Systems 

■ (b) Actions following assessment 

■ (c) Regulations 

■ (d) Inspection program 

■ (e) Improvement of Contractor Systems for Detection 
and Avoidance of counterfeit electronic parts 

■ (f) Definitions 

■ (g) Information sharing 

■ (h) Trafficking in inherently dangerous goods or 
services 
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(a) Assessment of Department of Defense Policies and 
Systems 

 The Secretary of Defense shall conduct 

an assessment of Department of 

Defense acquisition policies and 

systems for the detection and avoidance 

of counterfeit electronic parts. 
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(b) Actions following assessment 
 

Not later than 180 days after the date of the enactment of the Act, the 

Secretary shall, based on the results of the assessment required by 

subsection (a)— 

 (1) establish Department-wide definitions of the terms ‗‗counterfeit 

electronic part‘‘ and ‗‗suspect counterfeit electronic part‘‘, which 

definitions shall include previously used parts represented as new; 

 (2) issue or revise guidance applicable to Department components 

engaged in the purchase of electronic parts to implement a risk-based 

approach to minimize the impact of counterfeit electronic parts or 

suspect counterfeit electronic parts on the Department, which guidance 

shall address requirements for training personnel, making sourcing 

decisions, ensuring traceability of parts, inspecting and testing parts, 

reporting and quarantining counterfeit electronic parts and suspect 

counterfeit electronic parts, and taking corrective actions (including 

actions to recover costs as described in subsection (c)(2)); 
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(b) Actions following assessment (cont.) 
 

 (3) issue or revise guidance applicable to the 

Department on remedial actions to be taken in the 

case of a supplier who has repeatedly failed to detect 

and avoid counterfeit electronic parts or otherwise 

failed to exercise due diligence in the detection and 

avoidance of such parts, including consideration of 

whether to suspend or debar a supplier until such time 

as the supplier has effectively addressed the issues 

that led to such failures; 
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(b) Actions following assessment (cont.) 

 (4) establish processes for ensuring that Department personnel 

who become aware of, or have reason to suspect, that any end 

item, component, part, or material contained in supplies 

purchased by or for the Department contains counterfeit 

electronic parts or suspect counterfeit electronic parts provide a 

report in writing within 60 days to appropriate Government 

authorities and to the Government-Industry Data Exchange 

Program (or a similar program designated by the Secretary); and 

 (5) establish a process for analyzing, assessing, and  acting on 

reports of counterfeit electronic parts and suspect counterfeit 

electronic parts that are submitted in accordance with the 

processes under paragraph (4). 
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(b) Actions following assessment commentary 

■ (b) applies to actions DoD is to take after the assessment of (a)  

■ March 16, 2012 Kendall Memo ―Overarching DoD Counterfeit 

Prevention Guidance‖ 

■ Memo defined counterfeit materiel as ―an item that is an 

unauthorized copy or substitute that has been identified, marked, 

and/or altered by a source other than the item‘s legally 

authorized source and has been misrepresented to be an 

authorized item of the legally authorized source‖ 

■ ―A used item represented as a new item may also be subject to 

fraudulent representation procedures‖ 

■ ―suspect counterfeit electronic part‖ was not defined in the memo 
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(c) Regulations 

 
  

 (1) IN GENERAL.—Not later than 270 days after the date of the 

enactment of this Act, the Secretary shall revise the Department of 

Defense Supplement to the Federal Acquisition Regulation to address 

the detection and avoidance of counterfeit electronic parts. 

 (2) CONTRACTOR RESPONSIBILITIES.—The revised regulations 

issued pursuant to paragraph (1) shall provide that— (A) covered 

contractors who supply electronic parts or products that include 

electronic parts are responsible for detecting and avoiding the use or 

inclusion of counterfeit electronic parts or suspect counterfeit electronic 

parts in such products and for any rework or corrective action that may 

be required to remedy the use or inclusion of such parts; and (B) the 

cost of counterfeit electronic parts and suspect counterfeit electronic 

parts and the cost of rework or corrective action that may be required to 

remedy the use or inclusion of such parts are not allowable costs under 

Department contracts. 
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(c) Regulations (cont.) 

 
 (3) TRUSTED SUPPLIERS.—The revised regulations issued pursuant 

to paragraph (1) shall—  

 (A) require that, whenever possible, the Department and Department 

contractors and subcontractors at all tiers— 

  (i) obtain electronic parts that are in production or currently 

 available in stock from the original manufacturers of the parts or 

 their authorized dealers, or from trusted suppliers who obtain such 

 parts exclusively from the original manufacturers of the parts or 

 their authorized dealers; and (ii) obtain electronic parts that are not 

 in production or currently available in stock from trusted suppliers; 

 (B) establish requirements for notification of the Department, and 

inspection, testing, and authentication of electronic parts that the 

Department or a Department contractor or subcontractor obtains from 

any source other than a source described in subparagraph (A); 
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 (c) Regulations (cont.)  

   

 (C) establish qualification requirements, consistent with the requirements 

of section 2319 of title 10, United States Code, pursuant to which the 

Department may identify trusted suppliers that have appropriate policies 

and procedures in place to detect and avoid counterfeit electronic parts 

and suspect counterfeit electronic parts; and 

 (D) authorize Department contractors and subcontractors to identify and 

use additional trusted suppliers, provided that— 

  (i) the standards and processes for identifying such trusted 

 suppliers comply with established industry standards; 

  (ii) the contractor or subcontractor assumes responsibility for the 

 authenticity of parts provided by such suppliers as provided in 

 paragraph (2); and  

  (iii) the selection of such trusted suppliers is subject to review and 

 audit by appropriate Department officials. 
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 (c) Regulations (cont.)  

  (4) REPORTING REQUIREMENT.—The revised regulations issued 

pursuant to paragraph (1) shall require that any Department contractor 

or subcontractor who becomes aware, or has reason to suspect, that 

any end item, component, part, or material contained in supplies 

purchased by the Department, or purchased by a contractor or 

subcontractor for delivery to, or on behalf of, the Department, contains 

counterfeit electronic parts or suspect counterfeit electronic parts report 

in writing within 60 days to appropriate Government authorities and the 

Government-Industry Data Exchange Program (or a similar program 

designated by the Secretary). 

 (5) CONSTRUCTION OF COMPLIANCE WITH REPORTING 

REQUIREMENT.—A Department contractor or subcontractor that 

provides a written report required under this subsection shall not be 

subject to civil liability on the basis of such reporting, provided the 

contractor or subcontractor made a reasonable effort to determine that 

the end item, component, part, or material concerned contained 

counterfeit electronic parts or suspect counterfeit electronic parts. 
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 (c) Regulations commentary 

 
■ What is a ―trusted supplier?‖ 

■ Not defined in FY2012 NDAA 

■ Not mentioned in Kendall memo 

■ But if look at Public Law 110-417, FY2009 NDAA Section 254 

Trusted Defense Systems 

■ Section 254 (f) Definitions 

– (2) The terms ‗‗trust‘‘ and ‗‗trusted‘‘ refer, with respect to 

electronic and information processing systems, to the ability of 

the Department of Defense to have confidence that the systems 

function as intended and are free of exploitable vulnerabilities, 

either intentionally or unintentionally designed or inserted as 

part of the system at any time during its life cycle. 
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 (c) Regulations commentary 

 ■ What is a ―trusted supplier?‖ 

– ―If I could, I would like to ask the industry experts here would there be 

any benefit to requiring electronic components to be certified as TFP-

compliant before they are allowed into the DOD supply chain. Would a 

trusted supplier certification requirement not protect manufacturers 

and the DOD alike? And given that we are spending billions on the 

fake components, would the investment in such a certification program 

not pay for itself in a fairly short period of time?‖ 

• Senator Udall, testimony November 8, 2011 

– Testimony Transcript Nov. 8, 2011 hearing available at http://armed-

services.senate.gov/Transcripts/2011/11%20November/11-72%20-

%2011-8-11.pdf 
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 (c) Regulations commentary 

 ■ What is a ―trusted supplier?‖ 

 Mr. SHARPE. Senator, so I understand the question as it is posed to 

me, is it that I would send parts to this program to have them certified 

before I was to send them in to DOD? 

 Senator UDALL. I think that is in part what I am getting at, but we are 

basically taking suppliers at their word for the authenticity of the 

components they provide even though it seems that the suppliers cannot 

always say for sure where those chips come from. But we do not know 

how many other systems, whether they are in vehicles or part of the 

radio and coms efforts we put forth. Aircraft, weapons systems 

themselves could be at risk of failure. So it seems like we have got to go 

the extra mile here. Again, I am searching, as I think the committee is, 

for ways to get at this quickly and in a cost-effective manner. 

Testimony Transcript Nov. 8, 2011 hearing available at http://armed-

services.senate.gov/Transcripts/2011/11%20November/11-72%20-

%2011-8-11.pdf 
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 (c) Regulations commentary 

 ■ What is a ―trusted supplier?‖ 

– ―As far as the word ‗‗trusted‘‘ with regards to independent distribution, 

what we need to do is we need to get a group of trusted distributors 

whom are required to do over and above a significant amount of 

testing and have the abilities to do so.‖ 

• Tom Sharpe, SMT Corp., testimony November 8, 2011 SASC 

– Testimony Transcript Nov. 8, 2011 hearing available at http://armed-

services.senate.gov/Transcripts/2011/11%20November/11-72%20-

%2011-8-11.pdf 
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 (c) Regulations commentary 

 
■ What is  ―establish qualification requirements‖ 

– Qualification requirements of 10 USC 2319 

Encouragement of new competitors (a) In this 

section, the term ―qualification requirement‖ means a 

requirement for testing or other quality assurance 

demonstration that must be completed by an offeror 

before award of a contract 
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 (c) Regulations commentary 

 
■ Kendall memo re reporting actions 

– 7. Ensure contractors and subcontractors reports of 

suspected or confirmed counterfeit items are entered 

into the Government-Industry Data Exchange 

Program (GIDEP) system, which will serve as the 

DoD central reporting repository.  

–  8. Report suspected or confirmed counterfeit items 

discovered by DoD activities in GIDEP using the 

Product Quality Deficiency Reporting process as 

appropriate. 
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(d) Inspection program 

 

 The Secretary of Homeland Security shall establish 

and implement a risk-based methodology for the 

enhanced targeting of electronic parts imported from 

any country, after consultation with the Secretary of 

Defense as to sources of counterfeit electronic parts 

and suspect counterfeit electronic parts in the supply 

chain for products purchased by the Department of 

Defense. 
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(d) Inspection program commentary 

   ―When a shipment reaches the United States, the importer of 

record (i.e., the owner, purchaser, or licensed customs broker 

designated by the owner, purchaser, or consignee) will file entry 

documents for the goods with the port director at the goods' port 

of entry. Imported goods are not legally entered until after the 

shipment has arrived within the port of entry, delivery of the 

merchandise has been authorized by CBP, and estimated duties 

have been paid. It is the importer of record's responsibility to 

arrange for examination and release of the goods. Pursuant to 19 

U.S.C. 1484, the importer of record must use reasonable care in 

making entry.‖ 

From Customs and Border Protection  Importing into the United 

States A Guide for Commercial Importers 

http://cbp.gov/linkhandler/cgov/newsroom/publications/trade/iius.ctt/iiu

s.pdf  
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(d) Inspection program commentary 

 ■ But consider http://www.iprcenter.gov/partners/ice/news-releases/29-

charged-in-new-jersey-in-international-schemes-to-import-counterfeit-

goods-and-drugs-launder-profits  29 charged in New Jersey in 

international schemes to import counterfeit goods and drugs, launder 

profits: 

―The conspirators concealed the counterfeit goods, among other ways, by 

using generic outer lids on boxes and generic labels on products to 

hide the counterfeit brand name labels beneath. Once the products 

cleared the ports, the conspirators would remove the outer lids and cut 

off the generic labels. Some conspirators obtained the information of 

legitimate companies and used it on false shipping paperwork. They 

then managed the flow of false paperwork between China and the 

United States, and supervised the importation of counterfeit goods. 

Others created and used false and fraudulent personal identification 

documents, such as Social Security cards, to continue the scheme.‖ 
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(d) Inspection program commentary 

 ■ Mail Entries   Importers have found that in some cases it is to their 

advantage to use the national postal service—that is, a country's mail 

system, rather than courier services—to import merchandise into the 

United States. Some benefits to be gained are:  

– Ease in clearing shipments through CBP. The duties on parcels 

valued at $2,000 or less are collected by the letter carrier who delivers 

the parcel to the addressee (see note on page 16),  

– Savings on shipping charges: smaller, low-valued packages can often 

be sent less expensively through the mails,  

– No formal entry required on duty-free merchandise not exceeding 

$2,000 in value,  

– No need to clear shipments personally if under $2,000 in value.  
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(d) Inspection program commentary 

 ■ Joint CBP and postal regulations provide that all parcel post packages 

must have a CBP declaration securely attached to the outer wrapping 

giving an accurate description of the contents and their value. This 

declaration can be obtained at post offices worldwide. Commercial 

shipments must also be accompanied by a commercial invoice enclosed 

in the parcel bearing the declaration. 

■ From Customs and Border Protection  Importing into the United States 

A Guide for Commercial Importers 

http://cbp.gov/linkhandler/cgov/newsroom/publications/trade/iius.ctt/iius.pdf  
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(e) Improvement of Contractor Systems for Detection 

and Avoidance of counterfeit electronic parts 

   

 (1) IN GENERAL.—Not later than 270 days after the date of the 

enactment of this Act, the Secretary of Defense shall implement 

a program to enhance contractor detection and avoidance of 

counterfeit electronic parts. 

 (2) ELEMENTS.—The program implemented pursuant to 

paragraph (1) shall— 
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(e) Improvement of Contractor Systems for Detection and 

Avoidance of counterfeit electronic parts (cont.) 

  (A) require covered contractors that supply electronic parts or systems 

that contain electronic parts to establish policies and procedures to 

eliminate counterfeit electronic parts from the defense supply chain, 

which policies and procedures shall address— 

  (i) the training of personnel; 

  (ii) the inspection and testing of electronic parts; 

  (iii) processes to abolish counterfeit parts proliferation; 

  (iv) mechanisms to enable traceability of parts; 

  (v) use of trusted suppliers; 

  (vi) the reporting and quarantining of counterfeit electronic parts and suspect 

 counterfeit electronic parts;  

  (vii) methodologies to identify suspect counterfeit parts and to rapidly determine if a 

 suspect counterfeit part is, in fact, counterfeit; 

  (viii) the design, operation, and maintenance of systems to detect and avoid counterfeit 

 electronic parts and suspect counterfeit electronic parts; and  

  (ix) the flow down of counterfeit avoidance and detection requirements to  

 subcontractors; and 
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(e) Improvement of Contractor Systems for Detection and 

Avoidance of counterfeit electronic parts (cont.) 

  

 (B) establish processes for the review and approval of contractor 

systems for the detection and avoidance of counterfeit electronic 

parts and suspect counterfeit electronic parts, which processes 

shall be comparable to the processes established for contractor 

business systems under section 893 of the Ike Skelton National 

Defense Authorization Act for Fiscal Year 2011 (Public Law 111–

383; 124 Stat. 4311; 10 U.S.C. 2302 note). 
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(f) Definitions 
 
 

In subsections (a) through (e) of this section: 

 (1) The term ‗‗covered contractor‘‘ has the meaning 

given that term in section 893(f)(2) of the Ike Skelton 

National Defense Authorization Act for Fiscal Year 

2011. 

 (2) The term ‗‗electronic part‘‘ means an integrated 

circuit, a discrete electronic component (including, but 

not limited to, a transistor, capacitor, resistor, or 

diode), or a circuit assembly. 
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(f) Definitions commentary 
 
 

Section 893(f)(2) The term ‗‗covered contractor‘‘ means 

a contractor that is subject to the cost accounting 

standards under section 26 of the Office of Federal 

Procurement Policy Act (41 U.S.C. 422). 
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(g) Information sharing 

 (1) IN GENERAL.—If United States Customs and Border 

Protection suspects a product of being imported in violation of 

section 42 of the Lanham Act, and subject to any applicable 

bonding requirements, the Secretary of the Treasury may share 

information appearing on, and unredacted samples of, products 

and their packaging and labels, or photographs of such products, 

packaging, and labels, with the rightholders of the trademarks 

suspected of being copied or simulated for purposes of 

determining whether the products are prohibited from importation 

pursuant to such section. 
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(g) Information sharing (cont.) 

 (2) SUNSET.—This subsection shall expire on the date of the 

enactment of the Customs Facilitation and Trade Enforcement 

Reauthorization Act of 2012. 

 (3) LANHAM ACT DEFINED.—In this subsection, the term 

‗‗Lanham Act‘‘ means the Act entitled ‗‗An Act to provide for the 

registration and protection of trademarks used in commerce, to 

carry out the provisions of certain international conventions, and 

for other purposes‘‘, approved July 5, 1946 (commonly referred 

to as the ‗‗Trademark Act of 1946‘‘ or the ‗‗Lanham Act‘‘). 
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(g) Information sharing commentary 

■ Notice published in the Federal Register on April 24, 2012: 
https://www.federalregister.gov/articles/2012/04/24/2012-

9762/disclosure-of-information-for-certain-intellectual-property-rights-

enforced-at-the-border  

■ Interim amendment allowing Customs and Border Protection ―subject to 

limitations, to disclose to an intellectual property right holder information 

appearing on merchandise or its retail packaging that may comprise 

information otherwise protected by the Trade Secrets Act, for the 

purpose of assisting CBP in determining whether the merchandise bears 

a counterfeit mark. Such information will be provided to the right holder 

in the form of photographs or a sample of the goods and/or their retail 

packaging in their condition as presented to CBP for examination and 

alphanumeric codes appearing on the goods. The information will 

include, but not be limited to, serial numbers, universal product codes, 

and stock keeping unit (SKU) numbers appearing on the imported 

merchandise and its retail packaging, whether in alphanumeric or other 

formats.‖ 
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(h) Trafficking in inherently dangerous 

goods or services 

Section 2320 of title 18, United States Code, is amended 

to read as follows: 

‘‘§ 2320. Trafficking in counterfeit goods or services 

‗‗(a) OFFENSES.—Whoever intentionally— 

 ‗‗(1) traffics in goods or services and knowingly uses a counterfeit mark 

on or in connection with such goods or services, 

 ‗‗(2) traffics in labels, patches, stickers, wrappers, badges, emblems, 

medallions, charms, boxes, containers, cans, cases, hangtags,  

documentation, or packaging of any type or nature, knowing that a 

counterfeit mark has been applied thereto, the use of which is likely to 

cause confusion, to cause mistake, or to deceive, or 
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(h) Trafficking in inherently dangerous 

goods or services (cont.) 

‗‗(3) traffics in goods or services knowing that such good or service is a 

counterfeit military good or service the use, malfunction, or failure of 

which is likely to cause serious bodily injury or death, the disclosure of 

classified information, impairment of combat operations, or other 

significant harm to a combat operation, a member of the Armed Forces, 

or to national security, 

 or attempts or conspires to violate any of paragraphs (1) through (3) 

shall be punished as provided in subsection (b). 
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(h) Trafficking in inherently dangerous 

goods or services (cont.) 

‗‗(b) PENALTIES.— 

 ‗‗(1) IN GENERAL.—Whoever commits an offense under subsection 

(a)— 

  ‗‗(A) if an individual, shall be fined not more than $2,000,000 or 

 imprisoned not more than 10 years, or both, and, if a person other 

 than an individual, shall be fined not more than $5,000,000; and 

  ‗‗(B) for a second or subsequent offense under subsection (a), if an 

 individual, shall be fined not more than $5,000,000 or imprisoned 

 not more than 20 years, or both, and if other than an individual, 

 shall be fined not more than $15,000,000. 
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(h) Trafficking in inherently dangerous 

goods or services (cont.) 

 ‗‗(2) SERIOUS BODILY INJURY OR DEATH.— 

  ‗‗(A) SERIOUS BODILY INJURY.—Whoever knowingly or 

recklessly causes or attempts to cause serious bodily injury  from 

conduct in violation of subsection (a), if an individual, shall be fined not 

more than $5,000,000 or imprisoned for not more than 20 years, or both, 

and if other than an individual, shall be fined not more than $15,000,000. 

  ‗‗(B) DEATH.—Whoever knowingly or recklessly causes or 

attempts to cause death from conduct in violation of subsection (a), if an 

individual, shall be fined not more than $5,000,000 or imprisoned for any 

term of years or for life, or both, and if other than an individual, shall be 

fined not more than $15,000,000.  
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(h) Trafficking in inherently dangerous 

goods or services (cont.) 

‗‗(3) COUNTERFEIT MILITARY GOODS OR SERVICES.—Whoever 

commits an offense under subsection (a) involving a counterfeit 

military good or service— 

‗‗(A) if an individual, shall be fined not more than 

$5,000,000, imprisoned not more than 20 years, or both, 

and if other than an individual, be fined not more than 

$15,000,000; and 

‗‗(B) for a second or subsequent offense, if an individual, 

shall be fined not more than $15,000,000, imprisoned not 

more than 30 years, or both, and if other than an individual, 

shall be fined not more than $30,000,000. 
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(h) Trafficking in inherently dangerous 

goods or services (cont.) 

 ‗‗(c) FORFEITURE AND DESTRUCTION OF PROPERTY; 

RESTITUTION.— 

Forfeiture, destruction, and restitution relating to this section 

shall be subject to section 2323, to the extent provided in 

that section, in addition to any other similar remedies provided 

by law. 

‗‗(d) DEFENSES.—All defenses, affirmative defenses, and limitations 

on remedies that would be applicable in an action under 

the Lanham Act shall be applicable in a prosecution under this 

section. In a prosecution under this section, the defendant shall 

have the burden of proof, by a preponderance of the evidence, 

of any such affirmative defense. 
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(h) Trafficking in inherently dangerous 

goods or services (cont.) 
 ‗‗(e) PRESENTENCE REPORT.— 

  (1) During preparation of the presentence report pursuant to Rule 

 32(c) of the Federal Rules of Criminal Procedure, victims of the 

 offense shall be permitted to submit, and the probation officer shall 

 receive, a victim impact statement that identifies the victim of the 

 offense and the extent and scope of the injury and loss suffered by the 

 victim, including the estimated economic impact of the offense on that 

 victim. 

  ‗‗(2) Persons permitted to submit victim impact statements shall 

 include— 

   ‗‗(A) producers and sellers of legitimate goods or   

  services affected by conduct involved in the offense; 

   ‗‗(B) holders of intellectual property rights in such goods or  

  services; and 

   ‗‗(C) the legal representatives of such producers, sellers, and 

  holders.  
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(h) Trafficking in inherently dangerous 

goods or services (cont.) 

 ‗‗(f) DEFINITIONS.—For the purposes of this section— 

  ‗‗(1) the term ‗counterfeit mark‘ means—  

   ‗‗(A) a spurious mark— 

    ‗‗(i) that is used in connection with trafficking in 

   any goods, services, labels, patches, stickers, 

   wrappers, badges, emblems, medallions,  

   charms, boxes, containers, cans, cases,  

   hangtags, documentation, or packaging of any 

   type or nature; 

    ‗‗(ii) that is identical with, or substantially  

   indistinguishable from, a mark registered on the 

   principal register in the United States Patent and 

   Trademark Office and in use, whether or not the 

   defendant knew such mark was so registered; 
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(h) Trafficking in inherently dangerous 

goods or services (cont.) 

    

   ‗‗(iii) that is applied to or used in connection with the goods 

  or services for which the mark is registered with the  

  United States Patent and Trademark Office, or is applied 

  to or consists of a label, patch,  sticker, wrapper, badge, 

  emblem, medallion, charm, box, container, can, case,  

  hangtag, documentation, or packaging of any type or  

  nature that is designed, marketed, or otherwise intended 

  to be used on or in connection with the goods or services 

  for which the mark is registered in the United States  

  Patent and Trademark Office; and 

   ‗‗(iv) the use of which is likely to cause confusion, to cause 

  mistake, or to deceive; or 
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(h) Trafficking in inherently dangerous 

goods or services (cont.) 

  ‗‗(B) a spurious designation that is identical with, or substantially 

indistinguishable from, a designation as to which the remedies of the 

Lanham Act are made available by reason of section 220506 of title 36; 

 but such term does not include any mark or designation used in 

connection with goods or services, or a mark or designation applied to 

labels, patches, stickers, wrappers, badges, emblems, medallions, 

charms, boxes, containers, cans, cases, hangtags, documentation, or 

packaging of any type or nature used in connection with such goods or 

services, of which the manufacturer or producer was, at the time of the 

manufacture or production in question, authorized to use the mark or 

designation for the type of goods or services so manufactured or 

produced, by the holder of the right to use such mark or designation; 
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(h) Trafficking in inherently dangerous goods or services 

(cont.) 

 ‗‗(2) the term ‗financial gain‘ includes the receipt, or expected receipt, of 

anything of value;  

 ‗‗(3) the term ‗Lanham Act‘ means the Act entitled ‗An Act to provide for the 

registration and protection of trademarks used in commerce, to carry out the 

provisions of certain international conventions, and for other purposes‘, 

approved July 5, 1946 (15 U.S.C. 1051 et seq.); 

 ‗‗(4) the term ‗counterfeit military good or service‘ means a good or service 

that uses a counterfeit mark on or in connection with such good or service 

and that— 

  ‗‗(A) is falsely identified or labeled as meeting military specifications, or 

  ‗‗(B) is intended for use in a military or national security application; and 

 ‗‗(5) the term ‗traffic‘ means to transport, transfer, or otherwise dispose of, to 

another, for purposes of commercial advantage or private financial gain, or to 

make, import, export, obtain control of, or possess, with intent to so transport, 

transfer, or otherwise dispose of.  
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(h) Trafficking in inherently dangerous 

goods or services (cont.) 

‗‗(g) LIMITATION ON CAUSE OF ACTION.—Nothing in this section shall 

entitle the United States to bring a criminal cause of action under this  

section for the repackaging of genuine goods or services not intended to 

deceive or confuse. 
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(h) Trafficking in inherently dangerous 

goods or services (cont.) 

  ‗‗(h) REPORT TO CONGRESS.—(1) Beginning with the first year after 

the date of enactment of this subsection, the Attorney General shall 

include in the report of the Attorney General to Congress on the 

business of the Department of Justice prepared pursuant to section 522 

of title 28, an accounting, on a district by district basis, of the following 

with respect to all actions taken by the Department of Justice that 

involve trafficking in counterfeit labels for phonorecords, copies of 

computer programs or computer program documentation or packaging, 

copies of motion pictures or other audiovisual works (as defined in 

section 2318 of this title), criminal infringement of copyrights (as defined 

in section 2319 of this title), unauthorized fixation of and trafficking in 

sound recordings and music videos of live musical performances (as 

defined in section 2319A of this title), or trafficking in goods or services 

bearing counterfeit marks (as defined in section 2320 of this title):   
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(h) Trafficking in inherently dangerous 

goods or services (cont.) 

   ‗‗(A) The number of open investigations. 

  ‗‗(B) The number of cases referred by the United States Customs 

Service. 

  ‗‗(C) The number of cases referred by other agencies or sources. 

  ‗‗(D) The number and outcome, including settlements, sentences, 

  recoveries, and penalties, of all prosecutions brought under 

 sections 2318, 2319, 2319A, and 2320 of title 18. 

  

Unpublished work ©  (2012) Aerospace Industries Association of America, Inc. 



(h) Trafficking in inherently dangerous 

goods or services (cont.) 

  ‗‗(2)(A) The report under paragraph (1), with respect to criminal 

 infringement of copyright, shall include the following: 

   ‗‗(i) The number of infringement cases in these categories: 

   audiovisual (videos and films); audio (sound recordings); 

  literary works (books and musical compositions);  

  computer programs; video games; and, others. 

   ‗‗(ii) The number of online infringement cases. 

   ‗‗(iii) The number and dollar amounts of fines assessed in 

  specific categories of dollar amounts. These categories 

  shall be: no fines ordered; fines under $500; fines from 

  $500 to $1,000; fines from $1,000 to $5,000; fines from 

  $5,000 to $10,000; and fines over $10,000. 

   ‗‗(iv) The total amount of restitution ordered in all copyright 

  infringement cases.   
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(h) Trafficking in inherently dangerous goods or services 

(cont.) 

  ‗‗(B) In this paragraph, the term ‗online infringement cases‘ as used  in 

 paragraph (2) means those cases where the infringer— 

   ‗‗(i) advertised or publicized the infringing work on the  

  Internet; or 

   ‗‗(ii) made the infringing work available on the Internet for  

 download, reproduction, performance, or distribution by  

 other persons. 

  ‗‗(C) The information required under subparagraph (A) shall be submitted in 

 the report required in fiscal year 2005 and thereafter. 

 ‗‗(i) TRANSSHIPMENT AND EXPORTATION.—No goods or services, the 

trafficking in of which is prohibited by this section, shall be transshipped through 

or exported from the United States. Any such transshipment or exportation shall 

be deemed a violation of section 42 of an Act to provide for the registration of 

trademarks used in commerce, to carry out the provisions of certain international 

conventions, and for other purposes, approved July 5, 1946 (commonly referred 

to as the ‗Trademark Act of  1946‘ or the ‗Lanham Act‘).‘‘. 
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(h) Trafficking in inherently dangerous goods or services 

commentary 

■ No requirement to report on specifically counterfeit 

electronics  

■ Per the 2012 United States Trade Representative 

Special 301 Report (April 2012): 

– A surge in the use of legitimate courier services to 

deliver infringing goods, making it more difficult for 

enforcement officials to detect these goods.  
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For further information 

■ Contact: 

 Kirsten M. Koepsel, JD, LLM 

Director, Legal Affairs & Tax 

Aerospace Industries Association 

1000 Wilson Blvd., Suite 1700 

Arlington, VA  22209 

(p): 703.358.1044 

kirsten.koepsel@aia-aerospace.org 

www.aia-aerospace.org  
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